Creating New Users in Weblogic AUIAPLAYER

MODERNIZATION SOLUTIONS

Creating New Users for Service Manager Management

AuraTester's Service Manager uses WebLogic's user management system for authentication.

Service Manager's default configuration grants full access permissions to group members of the
Administrators group, and limited access to group members of the Operators group.

Additionally Service Manager has pre-configured roles of two custom security Groups

e ServiceManagerAdmins — members can fully administer the Service Manager
e ServiceManagerUsers — members have limited accessibility

In order to use these roles, they must be created in WebLogic's administration console, and then
optionally create new users or use existing users to be associated with these groups.

Creating Groups in WebLogic's Administration console
1. Loginto Weblogic's Administration console
2. On the left pane, click "Security Realms"
3. Choose your realm

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Qut Preferences

cord Help Q

Hame =myrezlm =Users and Groups =Summary of Security Realms =myrealm =Users and Groups =shakhal =Users an

View changes and restarts

Click the Lock & Edit button to modify, add or Summary of Security Realms
delete items in this domain.

Lock & Edit

A security realm is & container for the mechanisms--incuding users, groups, security roles, security policies, a

Release Configuration multiple security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.

This Security Realms page lists each security realm that has been configured in this WeblLogic Server domain,
Domain Structure
FRMDaomain
'En\:ironment
-Deployments

[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Fditbutton in the Change Center to activate all the buttons on this page.

'Diagnosﬁcs New | | Delete
Name &% Default Realm
myrealm ) true
New | | Delete

Click "Users and groups"
5. Click "New" to create a new group
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6.
7.

8.

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help |

View changes and restarts

Click the Lock & Edit button to modify, add or Settings for myrealm
delete items in this domain.

Configuratio Users and Groups

Lock & Edit

Users | Groups

Release Configuration

Domain Structure
FRMDomain
'Enwronmant
;““Dep\mymenls
’Services

[ Customize this table

Home =Users and Groups =Summary of Security Resims =myresim = Users and Groups =shakhzl =Users and Groups >Summary of Sacl

Roles and Policies

This page displays information about each group that has been configured in this security realm.

Q

Credential Mappings | Providers || Migration

--Security Realms Groups
teroperability
New | JDelete

'D\agnosncs I—I
||| Hame &% Description
) | AdminChannelUsers AdminChannelUsers can access the admin channel,
[ | admiristrators Administrators can view and modify all resource attributes and start and stop servers.
()] AppTesters AppTesters group.
(] | CrossDomainConnectors CrossDomainConnectors can make inter-domain calls from foreign domains.

How do L.. =]
] | Deployers Deployers can view all resource attributes and deploy applications.

» Manage users and groups 1 | samitee Meanitare ram s 2nd modifu 2l racnoees stribobas 2nd naefaem nnt ractrict

Enter the name of the group, in this example: "ServiceManagerAdmins"

Click "OK"

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Create a New Group

Lock & Edit OK | || Cancel

Release Configuration Group Properties

Domain Structure

FRMDomain
*"Environment
t--Deployments

!
'Services

i
Lo

--Security Realms

'Interoperability
'Diagnosﬁcs

* Indicates required fields

*Name:

Description:

Provider:

How do I... =
oK Cancel

+ Create groups

& Modifw aroun

{2 Home Log Qut Preferences Record Help Q

Home =Users and Groups =Summary of Security Realms =myrealm =Users and Grou

The following properties will be used to identify your new Group.

What would you like to name your new Group?

Haow would you like to describe the new Group?

Please choose & provider for the group.

ServiceManagerAdmins

DefaultAuthenticator ¥

Repeat this process and create "ServiceManagerUsers"

Confidential
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Creating a new User in WebLogic's Administration console

In the Users and Groups configuration page, click "Users"
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Click "New" to create a new user

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences Record Help Q,

Home =Summary of Security Realms =myrealm = Users and Groups »shakhal = Users and Groups =Summary
Settings for myrealm
Providers || Mi

Configuration | Users and Groups | Roles and Policies | Credential Mappings

mups

Domain Structure
FRMDomain

t--Security Realms
Interoperability
-Diagnostics

This page displays information about each user that has been configured in this security realm.

[ Customize this table

How do L..

« Manage users and groups
+ Create users
« Modify users

Users
Delete
|| Mame ¢ Description
] | david weblogic
[ | demo
[ | oradesystemUser Oracle application software system user,
[ | shakhal Shakhal iz good
[] | shooki shooki
] | weblogic

New | |Delete

Enter name and password and click OK

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

ORACLE wWeblogic Server® Administration Console

Domain Structure

FRMDomain
B-Environment

How do L.. =]

Create users
Modify users

Delete users

Create groups

& Home Log Qut Preferences Record Help Q

Home =Summary of Security Realms =myrealm =Users and Groups =shakhal =Users and Groups =Summary of Security Reg

Create a New User
0K Cancel

User Properties

The following properties will be used to identify your new User,
* Indicates required fields

What would you like to name your new User?

How would you like to describe the new User?

*Name:

Description: weblogic

Please choose a provider for the user.
Provider: DefaultAuthenticator *
The password is associated with the login name for the new User.

* Confirm Password: P

* Password:

Confidential
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Associate a User with Group in WebLogic's Administration console

1. Click on the user to be configured
ORACLE Weblogic Server® Administration Console
Change Center & Home Log Out Preferences Record Help Q,
View changes and restarts Home =Users and Groups =shakhal =Users and Groups = Summary of Security Rezlms =myrealm =Summa
Messages
Click the Lock & Edit button to modify, add or
delete items in this domain. 4 Selected users have been deleted.
Lock. Edii Settings for myrealm
Hecese Con i ah) Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | M
Domain Structure Users | Groups
FRMDomain
'Environment
t--Deployments This page displays information about each user that has been configured in this security realm.
Bh-Services
-Security Realms
“Interoperability [ Customize this table
'Diagnosﬁcs
Users
New Delete
| Hame & Description
O | demo
[ | OracleSystemlser Oracle application software system user.
fowdols = C'Cl- toni weblogic
« Manage users and groups ] | weblogic
» Create users
New Delete
» Modify users .
2. Click "Groups" from the top menu
3. Choose the desired group from the list (e.g. ServiceManagerAdmins )
4. Click the top right arrow to move group from the Available list to the Chosen list
5. Click Save
6. User now has group permissions, repeat as needed, restart is not required.

ORACLE weblogic Server® Administration Console

a

{8 Home Log Out Preferences Record Help

Change Center

View changes and restarts Home =shakhal =Users and Groups =Summary of Security Realms =myrealm =Summary of
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Release Configuration

Click the Lock & Edit button to modify, add or Settings for toni
delete items in this domain.
General | Passwords | Attributy
Lock & Edit
Save

Domain Structure

FRMDomain
'Environment
;““Deploymems
'Services
t--Security Realms

'Inberc-perability
'Diagnostics

Parent Groups:
Available:

|| AppTesters

] CrossDomainConnectors

|| Deployers

] Monitors

|| operators
. -

{f ServiceManage

n;.l.l;n'ms 13

Save
=1 =

&@%k)

Use this page to configure group membership for this user.

Chosen:

Confidential




